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VYHLASKA
ze dne 26. Cervna 2018

o hlaseni zdvaznych bezpecnostnich a provoznich incidentti

osobami opridvnénymi poskytovat platebni sluzby

Ceskd nirodni banka stanovi podle § 263 zi-
kona &. 370/2017 Sb., o platebnim styku, k provedeni
§ 221 odst. 5:

§1
Predmét tipravy

Tato vyhldska stanovi podrobnosti ndleZitosti
oznameni zdvazného bezpelnostniho nebo provoz-
niho incidentu v oblasti platebniho styku (déle jen
»oznameni®), jeho forméty a dalsi technické nélezi-
tosti pfi hldeni zdvaZnych bezpecnostnich a provoz-
nich incidentl v oblasti platebniho styku osobami
oprdvnénymi poskytovat platebni sluzby.

§ 2
Oznameni
Osoba oprdvnéna poskytovat platebni sluzby
predklidd Ceské nirodni bance oznidmeni zahrnujici
v Cast
a) A tvodni oznimeni,
b) B prubézné oznimeni a

¢) C zavéreCné oznameni.

§3

Podrobnosti nilezitosti oznameni

Osoba oprdvnénd poskytovat platebni sluzby
podéva ozndmeni na formuldfi, jehoZ vzor je uveden
v ptiloze &. 1 k této vyhldsce, a postupné do néj do-
pliiuje ddaje do jednotlivych &isti podle § 2.

§ 4

Format a dalsi technické naleZitosti oznameni
(1) Oznameni se podava ve formdtu xls/xlsx.

(2) Oznimeni jsou Ceské niarodni bance pte-
ddvina prostfednictvim internetového rozhrani Ces-
ké ndrodni banky pro sbér informaénich povinnosti
a vykazu.

(3) Ozndmeni lze udinit také v anglickém ja-
zyce. Vzor formulife v anglickém jazyce je uveden
v priloze & 2 k této vyhlasce

§5
U¢innost

Tato vyhldska nabyva Géinnosti dnem 1. srpna
2018.

Guvernér:

Ing. Rusnok v. r.
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B - Prubézné oznameni
B 1 - OBECNE UDAJE

Uvedte prosim PODROBNE JSI popis incidentu, napf. nasledujici
informace:

a) v Eem je konkrétné problém

b) jak k nému doslo

c) jak se vyviel

d) souvisel s nékterym piedchozim incidentem

e) disledky (zejména pro uzivatele platebnich sluzeb)

h) dosud pfijata opatieni

i) dotéeni nebo zlicastnéni poskytovatelé sluzeb / treti strany

) zahdjeni krizového fizeni (interné a/nebo externé (krizové fzeni
centralni banky))

K) intemi klasifikace incidentu podle osoby opravnéné poskytovat platebni
sluz by

Datum a ¢as vzniku incidentu -l jiz informace k dispozici)

DD/MM/RRRR, HH:MM

Stav incidentu

[ Diagnostika
[0 Oprava

[J Obnova
O Opétovné zahajeni provozu

Datum a ¢as, kdy béhem incidentu dolo nebo podie oéekavani dojde
k navratu do plvodnino stavu

DD/MM/RRRR, HH:MM

B 2 - KLASIFIKACE INCIDENTU A INFORMACE O INCIDENTU

Celkow dobad 0O Integrita [ Divémost
e [ Dostupnost O Autenticita
e
Pocet dotéenych transakai [ Skutesny tdaj (] Odhad
Jako procentualni podil z béZného podtu transakei [ Skutesny tdaj d Odhad
Dotzené transakee & Hodnota dotéenjch transakef v eurech [ Skutegny tdaj O Odhad
Paznamky:
Dotéeni uzivatelé platebnich sluzeb Pocet dotenych uzivatelii platebnich sluzeb [ Skutesny tdaj m] Odhad
Jako procentulni podil z celkového podtu uZivatelu platebnich sluzeb 0 Skutetny ldaj 0 Odhad
Délka vipadku sluzby® :I
Celkové délka vjpadku sluzby | oormm | [ Skutecny ddaj [m] Odhad
Ekonomicky dopad © Pfimé naklady v eurech [ Skutesny adaj O Odhad
[Nepiimé néklady v eurech O Skutetny ddai [m] Odhad
CJANO  ANO A PRAVDEPODOBNE DOJDE K VYHLASEN KRIZOVEHO (NEBO PODOBNEHO) REZAMU NE

\ysokd Uroven interni eskalace

Popiste Groveri intemi eskalace incidentu
a uvedte, zda incident ved| nebo pravdépodobné povede k wyhlageni
krizového (nebo podobného) rezimu, a pokud ano, uvedte popis.

Dal$i potenciélné dotené osoby opravnéné poskytovat platebni sluzby
nebo souvisejici infrastruktury

] ANO 0O NE

Popiste, jak by incident mohli oviivnit jiné osoby oprawméné poskytovat
platebni sluzby a/nebo infrastruktury

Reputacni dopad

O Ano O nNe

Popite, jak by incident mohl ovlivnit reputaéni dopad na osoby opraméné
poskytovat platebni sluzby (napf. medialni pokryti, potencialni poruseni
pravnich nebo regulacnich povinnosti atd.)

B 3 - POPIS INCIDENTU

O Provozni [ BezpeGnostni

[ Probihé $etfeni
Druh dtoku:
[ Externi Gtok

[ Intemni dtok
O Jiné
[ Externi udalosti
[ Lidska chyba
[ Selhani procesu
O selhani systému

Je-li zvoleno ,Jiné",

[ Distribuované odepieni sluzby / odepient sluzby (D/DoS)
[ Nékaza internich systému
[ Cileny prinik

O yine Jerli zvoleno Jing", speoifikujte: [
o o v w 1 5 = o Pokud nepfimo, uvedte jménol
Dotkl se vas incident pfimo nebo prostednictvim poskytovatele sluzeb? | 7 Pfimo [ Nepfimo ok (M(ge sluzeb L
B 4 — DOPAD INCIDENTU

Pfipadné dotéené budovy (adresy)
Dotéené obchodni kanaly [ Pobogky [ Telefonni bankovnictv [ Misto prodeje

[ Elektronické bankovnictyi [ Mobilni bankownicti O Jing

| Bankomaty
Je-li zvoleno ,Jin€", specifikujte: |

Dotéené platebni sluzby [ Viozeni hotovosti na platebni et [ Uhrada [ Poukazovéni penéz

[ Vybér hotovosti z platebniho Gétu L Inkaso [ISluzby iniciovant platby

[J Operace nutné pro vedeni platebniho ugtu [ Platby kartou

[ Pofizovani platebnich prostiedki

[ Vydévani platebnich prostiedk

[JSluzby informovani o Gétu

[ding

Je-li zvoleno ,Jiné", specifikujte: |

Dotéené funkéni oblasti

[] Oveéfovanifautorizace
[ Komunikace

[JZictovani
[ Piimé wyporadani

[ Nepfimé vyporadani
[Jing

Je-li zvoleno ,Jiné", specifikujte: |

Dotcené systémy a slozky

[ Aplikace/software [ Hardware
[ Databaze [ Sit/infrastruktura
Jiné

Je-li zoleno ,Jiné", specifikujte: |
O ANo NE

Dotceni pracovnici

Popite, jak by se incident mohl dotknout pracownikii osoby opranéné
poskytovat platebni sluzby &i poskytovatele sluzeb (napf. pracownici se
nemohli dostat do kanceléfe a poskytovat zakaznikiim podporu atd.)

B 5 - ZMiRNENI INCIDENTU

Jaka opatreni byla doposud pfijata nebo jsou planovéna s cilem
dosahnout obnovy v ppadé incidentu?

Doslo k aktivaci plant zachovani provozu a/nebo pléanu obnovy éinnosti
po havarii?

[JANO NE

Pokud ano, kdy?

DD/MM/RRRR, HH:MM

Pokud ano, uvedte popis

Zrusil nebo oslabil osoba opravnéna poskytovat platebni sluzby
v diisledku incidentu nékteré kontroly?

O o NE

Pokud ano, vysvétlete
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B - Intermediate report

B 1 - GENERAL DETAILS
Please provide a more DETAILED description of the incident. e.g.
information on
a) What is the specific issue?
b) How it happened
c) How did it develop
d) Was it related to a previous incident?
e) Consequences (in particular for payment service users)
f) Background of the incident detection
g) Areas affected
h) Actions taken so far
i) Service providers/ third party affected or involved
i) Crisis management started (internal and/or external (Central Bank
Crisis management))
k) PSP internal classification of the incident
Date and time of beginning of the incident (if already identified) DD/MM/YYYY, HH:MM
o p—— O Diagnostics [ Recovery
O Repair [ Restoration
Date and time when the incident was restored or is expected to be DDIMMAYYYY, HH:MM
restored
B 2 - INCIDENT CLASSIFICATION & INFORMATION ON THE INCIDENT
Overall impact O \ntegrrq.(v O Ccnﬁder‘mamy [ Continuity
[ Availability [ Authenticity
=l
INumber of transactions affected OActual figure O Estimation
[As a % of regular number of transactions OActual figure [0 Estimation
Transactions affected @ Value-of transactions affected in EUR ClActual figure [ Estimation
[Comments
Payment service users affected @ Number of payment service users affected [Actual figure [0 Estimation
As a %-of total payment senvice users DActual M@ D Estimation
Service downtime®
Total service downtime: | oonsmm | Clactual figure [m|
[~ |
Economic impact © Direct costs in EUR [Actual figure [J Estimation
Indirect costs in EUR DActuaI M@ D Estimation
Oves YES, AND CRISIS MODE (OR EQUIVALENT) IS LIKELY TO BE CALLED UPON NO
ngh level of internal escalation Describe the level of intemal escalation of the incident,
indicating if it has triggered or is likely to trigger a crisis mode (o
equivalent) and if so, please describe
CIYES O no
Other PSPs or relevant infrastructures potentially affected Describe how this incident could affect other PSPs
[and/or infrastructures
OYes O no
Reputational impact Describe how the incident could affect the reputation of the PSP (e.g.
media coverage, potential legal or regulatory infringement, etc.)
3 - INCIDENT DESCRIPTION
Type of Incident (] Operational [ Security
Cause of incident [ Under investigation
Type of attack:
[ External attack [ Distributed/Denial of Senice (D/DoS)
[ Infection of internal systems
[ Internal attack [ Targeted intrusion
[ Other
[ External events If Other, specify [
[ Human error
[ Process failure
[ system failure
O other If Other, specify
Was_ the incident affecting you directly, or indirectly through a service [ Directly 0 Indirectly If indirectly, please provide the|
provider? senice providers name
B4 - INCIDENT IMPACT
Building(s) affected (Address), if applicable
Commercial channels affected [ Branches [ Telephone banking [ Point of sale
[ E-banking I Mobile banking [ other
Clamms
If Other, specify:
Payment services affected [ cash placement on a payment account [C Credit transfers [JMoney remittance
[ cash withdrawal from a payment account [ Direct debits [ Payment initiation senices
[ operations required for operating a payment account L Card payments [J Account information senices
[ Acquiring of payment instruments [ Issuing of payment instruments [ other
If Other, specify: |
Functional areas affected [0 Authentication/authorisation [ Clearing [indirect settlement
[ communication [ Direct settlement [Jother
If Other, specily: [
Systems and components affected [ Application/software [ Hardware
[ Database O Network/infrastructure
Clother
If Other, specify
YES NO
Staff affected Describe how the incident could affect the staff of the PSP/service provider
(e.g. staff not being able to reach the office to support customers, etc.)
B 5 - INCIDENT MITIGATION
Which actions/measures have been taken so far or are planned to
recover from the incident?
Ha§ the Business Continuity Plan and/or Disaster Recovery Plan been oves NO
activated?
ff so, when? DD/MM/YYYY, HH:MM
If so, please describe
Has the PSP cancelled or weakened some controls because of the Oves NO
incident?
If so, please explain
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